December 14, 2018
ATTN: REDACTED (Name)
Division of Privacy and Identity Protection
Federal Trade Commission
Dear REDACTED (Name),
Over an extended period of time, Facebook deceptively solicited patients to use its “Groups” product to share
personal health information about their health issues. Facebook has marketed this product as a Personal
Health Record. Facebook then leaked to the public health data that those patients uploaded. At least in some
cases, this was done contrary to the specific privacy decisions made by Facebook users.
Sharing of privately posted personal health information violates the law, but this serious problem with
Facebook’s privacy implementation also presents an ongoing risk of death or serious injury to Facebook
users. Facebook has ignored our requests to fix the specific issues we have identified to the company, and
denies publicly that any problem exists. All of this represents unfair, deceptive and misleading interactions
between Facebook and its users in violation of the FTC Act. Specifically, Facebook:
A. Actively solicits and uses AI to nudge individuals into joining Facebook patient support Groups,
even though users do not understand the manner in which Facebook uses the user’s own
private information to make those suggestions.
B. Explains its privacy policies to group users in an unfair, deceptive and misleading way, violating
the FTC Act.
C. Offers a personal health record (PHR) from which identifiable health data leaked out, which it
then failed to disclose, violating the FTC breach reporting rule, and putting patients at risk.
All of these actions also violate Facebook’s 2012 consent order, as the FTC is likely already investigating.
The report first offers an in-depth review of the health data being shared, used and curated in these Facebook
Groups; second, illustrates Facebook’s unfair practices, and third, explains why the Facebook Groups
platform should be regulated as a PHR.
Along with this submission, we are providing copies of our communications with Facebook on these topics, as
well as their formal responses to us in reply. Those documents provide more detail on the mechanism of
action for the data leaks that we reported to Facebook.
Thank you,
Fred Trotter & David Harlow
Co-Signed By: Patient A & Patient B, BRCA Community Advocates; Matthew Might, NGLY1 Community
Advocate
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